
CUMBRIA LGPS & PENSION BOARD RISK REGISTER (June 2018)
1. Operations

Impact Likelihood Overall 
risk rating 

Risk 
Ref

Owner Risk area

1: lowest, 5: highest (impact x 
likelihood)

Control(s) Comment

1.1 Scheme 
Manager 
& YPS

Cyber Crime / Digital 
Information Security 3 5 15

Amber

Your Pension Service (YPS): 
 Cyber security risks and controls in 

place
 Build and understanding of what 

generates cyber security risks
 Develop a Cyber Security Policy. Build 

into information security policy
 Embed into Information Security 

Training
 Test if an Cyber threats attempted
 Business Continuity Plan

CCC: The Council has met the compliance 
requirements for ongoing access to the 
national Public Service Network (PSN) and 
a new PSN connection compliance 
certificate has been awarded by the 
Cabinet Office.

Direction of travel 
Your Pension Service (YPS): Mitigating risks 
taken from the risk register of YPS.
CCC: The A&A Committee under took a review 
the wider Council’s mitigating actions relating to 
the risk of cyber-crime in Jan 2018. The long 
term objective is to reduce the likelihood of a 
cyber crime event taking place and impacting 
onto the Council and thereby the Pension Fund. 
The risk register will continue to be updated to 
ensure consistency with the overarching 
Council approach.

1.2 Scheme 
Manager

Exceptional workload 
pressures within the 
team due to the 
pooling agenda, 
coinciding with triennial 
valuation and year end 
accounting processes. 

3 2 6 

Green

Recourse to independent expert advisors 
when required, e.g. the Fund’s Actuary 
(valuation), YPS (GMP reconciliation) and 
other relevant external experts.

Direction of travel
Recruitment to key posts, appropriate work 
planning and support from independent 
advisors has mitigated this risk.



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk rating 

Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

1.3 Scheme 
Manager

Member data 
incomplete or 
inaccurate: impact on 
completion of Annual 
Benefit Statements, 
Triennial Valuation and 
year end accounting 

3 2 6

Green

Internal audit work undertaken on YPS 
controls to provide assurance that internal 
controls over the operation and 
administration Cumbria’s data are 
adequate and effective (annually).
Monthly reconciliation of employer 
contributions to data submitted by 
employers.
Quarterly YPS key performance indicators 
includes measures of timeliness of update 
of records.
Data scoring introduced by the Pension 
Regulator will give further visibility to data 
quality.

Direction of travel
Impact on ABSs: Statements were issued in 
advance of the statutory deadline of 31/8/17. 

Impact on Triennial Valuation: No material 
issues relating to membership data were 
identified as part of the 2016 triennial valuation. 
Regardless, member data remains under close 
review as the Fund prepares for the 2019 
valuation.
Impact on year-end accounting: external 
auditors have identified this as a key risk (this is 
a standard risk). 
The 2016/17 accounts have been signed off as 
an unqualified opinion with no 
recommendations arising. No issues have been 
identified to date in the completion of the 
2017/18 accounts.

1.4 Scheme 
Manager

Administration process 
failure / 
maladministration 3 3

(previously 
2)

9
Amber

(previously 
6

Green)

Formal agreement in place with Lancashire 
County Council for the discharge of 
pension administration functions through 
the Local Pensions Partnership (LPP). This 
confirms Lancashire will exercise the same 
skill, care and diligence they would apply to 
the discharge of their own functions in 
relation to the administration of pensions.

Formal quarterly meetings of YPS, 
Lancashire CC and Cumbria LGPS officers 
to review and consider standards of service 

Direction of travel
Agreement covers key considerations including 
data protection, Freedom of Information, 
conflicts of interest and early warning.

YPS exceeded all internal LGPS KPI targets in 
the quarter to 31st March 2018 and annually for 
2017/18.

However, performance issues within YPS have 
been identified following a restructure in April 
2018. Officers are robustly reviewing and 



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk rating 

Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

provision against YPS internal KPIs.

A meeting was held with the Deputy 
Director of Pensions of LPP in May 
following a decline in performance 
standards as a result of a restructure within 
the service at the beginning of April. LPP 
have a clear recovery plan to address 
these performance issues and adherence 
to this plan will be closely monitored by 
Officers of the Fund. 
Internal audit assurance is provided 
annually by Lancashire County Council that 
internal controls with YPS over the 
operation and administration of Cumbria 
Fire Service Pension Scheme data are 
adequate and effective.

Regular (at least quarterly meeting) of 
operational group (‘review group’).  

Ongoing dialogue with officers at YPS 
throughout the year. 

challenging the recovery plan for this as 
detailed within the Monitoring report to 
Committee. As a result of this decline in 
performance issues, the likelihood of a risk 
arising has been increased from 2 to 3 in this 
quarter.

Internal audit work completed in April 2017 
concluded ”substantial assurance that there is 
generally a sound system of internal control, 
adequately designed to meet the services 
objectives, and controls are generally being 
applied consistently” for pension administration 
at YPS.

1.5 Scheme 
Manager

Loss of key personnel
3 2 6

Green

Detailed training programme for Fund 
Officers.
Recourse to independent expert advisors 
and YPS.
Succession planning.
Appointment in March 2018 of a Senior 
Manager for the Pension Fund.

Direction of travel
Succession planning is a key factor in the 
increase to internal staffing.  As with current 
team members all new team members will be 
given appropriate training.



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk rating 

Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

1.6 Scheme 
Manager 
& YPS

Operational disaster 
(fire/flood etc.) 4 1 4

Green

Administration (Your Pension Service): 
business continuity procedures in place for 
administrator.  Reviewed by Collaborative 
Board.
Other operations: business continuity 
procedures in place for scheme manager 
(CCC).  These are tested corporately in 
accordance with CCC policies and 
procedures.
To improve the level of information security 
and reduce the likelihood of a data breach, 
the Council uses Egress, an e-mail 
encryption software designed to secure and 
control sensitive information and large files 
from e-mails outside the Council’s secure 
IT network.

Direction of travel
Your Pension Service (YPS): Lancashire 
County Pension Fund's Compliance function 
ensures that Your Pension Services stated risk 
management processes and procedures form 
part of the Funds Risk Register.
CCC: The Council retains a Business Continuity 
plan which includes risks associated with the 
Pensions Service.
All Lancashire County Council’s business 
continuity plans are reviewed and co-ordinated 
by the Council’s emergency planning services 
which provide a QA function by in respect of 
individual service plans.  

1.7 Scheme 
Manager

Failure to 
communicate 
effectively with 
members

2 2 4
(Green)

Clear communication policy for the 
Scheme.
The ‘Member Self Serve’ (MSS) tool is a 
key mechanism through which YPS 
communicates with members and work is 
ongoing to increase the percentage of 
members signing up to this. 

Direction of travel: New Risk



2. Financial

Impact Likelihoo
d

Overall 
risk 

rating

Risk 
Ref

Owner Risk area

1: lowest, 5: highest
(impact x 
likelihoo
d)

Control(s) Comment

2.1 Scheme 
Manager

The transition of assets 
from Cumbria LGPS to 
BCPP Ltd directly 
results in a significant 
loss of asset value.

4 2 8
Green

A transition manager will be appointed to 
support BCPP and Partner Funds in 
transitioning assets from the Fund to the Pool. 
Additionally, a transition adviser will be 
appointed to review the process. 

The transition manager and adviser will each 
have a duty of care to work in the best interests 
of all parties.

Direction of travel: 

This risk will be kept under review with 
Committee being briefed on the preparation for 
transition and then progress with the transition 
of the assets to the pool.

2.2 Scheme 
Manager

Fraud / Fraudulent 
behaviour / financial 
irregularity / significant 
opportunity for 
recovery missed e.g. 
class action / tax 
reclaim.

2 3 6
Green

Fraud – Active participation in the National 
Fraud Initiative reduces likelihood of unidentified 
deaths and fraudulent pension claims.
Segregation of duties and a delegated scheme 
of authority minimises the risk of fraud.

Recoveries – Fund has specialist providers for 
key recovery areas such as tax and class 
actions.

Direction of travel
22 cases are currently being reviewed following 
a biennial review of data from the National 
Fraud Initiative.

These cases do not necessarily constitute a 
fraud, but do represent areas where there is a 
discrepancy between the Fund’s information 
and data from the government agencies.

2.4 Scheme 
Manager

Excessive charges by 
suppliers 2 2 4

Green

Officers & Investment advisers consider fees for 
investments both prior to and post selection. 
Consideration process includes, where 
applicable, negotiation.
Detailed budget set annually for all costs.

Direction of travel
Fees will be challenged and negotiated where 
appropriate.
Transition of assets to BCPP Ltd is expected to 
reduce management fees but this position will 



Risk 
Ref

Owner Risk area

Impact Likelihoo
d

Overall 
risk 

rating
Control(s) Comment

1: lowest, 5: highest
(impact x 
likelihoo
d)

Monitoring of budget by Officers throughout the 
year.
Formal reporting of forecast outturn to 
Committee at in December and draft outturn 
position presented to Committee in June.
Final outturn included in audited accounts.
Benchmarking of costs (CIPFA, CEM).
Retendering of service contracts carried out in 
line with CCC procurement policy.

be monitored closely to ensure value for money.

3. Funding

Impact Likelihood Overall 
risk 

rating

Risk 
Ref

Owner Risk area

1: lowest, 5: highest (impact x 
likelihood)

Control(s) Comment

3.1 Scheme 
Manager

Investment strategy 
insufficiently flexible 
to exploit market 
opportunities

3 2
 

(previously 
3)

6
Green

(previously 
6

Amber)

The Investment Strategy Statement sets out 
investment strategy of the Fund.  All Fund 
investments must align with this.
Ongoing high level review of Fund’s 
investment strategy by Cumbria Pensions 
Investment Sub Group (e.g. through quarterly 
performance monitoring).
Delegations to Sub Group include 
implementing tactical changes to the 
Investment Strategy or Asset Allocation thus 

Direction of travel
The current Investment Strategy Statement 
was reviewed in Summer 2017 and assessed 
as being fit for purpose with no material 
amendments required. 
The Constitution is currently being reviewed 
to ensure that the Director of Finance 
(Section 151 Officer), in consultation with the 
Investment Sub Group, has the delegated 
authority to take appropriate investment 



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

providing the flexibility for the Fund to respond 
promptly to opportunities / potential new risks.

decisions to implement the Investment 
Strategy up to the limit of delegations to the 
ISG.

3.2 Scheme 
Manager

Long term cash 
flow – that the Fund 
will turn cash 
negative (after 
investment income) 
faster than 
anticipated, such 
that insufficient 
cash is available 
when required to 
pay pensions.

3 3 9
Amber

Mitigation provided by Fund’s Investment 
Strategy – Liquidity / Maturity risk and 
specifically the issue of changes to LGPS 
impacting on the maturity profile of the LGPS 
and the cash flow implications thereof are 
reflected.

Consideration of options to address the 
movement of the Fund towards a negative 
cash flow position are included in the 
Business Plan.

Direction of travel
The Fund will consider cash flow when 
assessing which sub funds offered by BCPP 
will be suitable to meet the investment needs 
of the Fund.

3.3 Scheme 
Manager

Employer failure to 
pay contributions 
into scheme (e.g. 
due to employer 
error, business 
failure or general 
impact of increases 
in employer 
contribution rates)

4 2 8
Green

Monthly monitoring of contribution payments 
by employer to ensure contributions received 
are timely and accurate. This reconciliation is 
considered as part of the annual audit 
process.

Late payments are reported to Pensions 
Committee through the quarterly Monitoring 
Report.

Direction of travel 
Monitoring and reconciliation of contributions 
undertaken monthly.  Full reconciliation 
completed and checked as part of year end 
process.
Whilst one employer has been reported to 
the Pension Regulator for failing to pay 
employer contributions, this affects only a 
small percentage (>0.1%) of the overall 
contributions to the Fund.

3.4 Scheme 
Manager

Market risk as a 
result of an 
investment failure 

2 4 8
Green

Diversification of managers and asset 
classes. 
Quarterly monitoring of individual manager 

Direction of travel
The most recent annual performance review 
was undertaken in June 2017 and found that 



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

which may be 
relatively small 
compared to the 
Fund overall but 
large in absolute 
terms.

performance (including review of the market 
in which they operate).

Annual performance review meetings 
undertaken by officers and advisors with ‘SIP’ 
managers.

performance; strategy implementation; 
alignment and future investment prospects 
by all the managers were in line with 
expectations.

3.5 Scheme 
Manager

Significant financial 
downturn occurs – 
‘1 in 20’ year event 
affecting employer 
contribution rates.

1

(previously 
2)

2 2

(previously 
4)

Green

Diversification of managers, asset classes 
and geographies. 

Appropriately informed and trained officers 
and Members of the Pension Committee and 
Pension Board.

Support from independent advisors.

Equity Protection has been purchased to 
mitigate the risk of a downturn event affecting 
employer contributions at the next actuarial 
valuation. 

This protection has been purchased to March 
2020. It is expected that the impact of this risk 
will increase again after the protection has 
expired unless another product is purchased 
after this date.

Direction of travel
The investment strategy was reviewed in 
2017 to ensure an appropriately diversified 
portfolio. 

Outcomes of this review were presented to 
Pensions Committee in September 2017. No 
amendments were considered necessary to 
the target asset allocation of the Fund.

The Fund has purchased an Equity 
Protection solution that will mitigate the risk 
to the Funding Level, and consequently to 
employer contributions, should a significant 
downturn occur.

3.6 Scheme 
Manager

Short term cash 
flow – that the Fund 
has to sell 
investments at an 
inopportune time to 
meet short term 
cash flow 

2 2 4
Green

The Fund’s cash limit (as detailed in the 
Fund’s Cash Investment Policy) is regularly 
reviewed to ensure it appropriately reflects the 
working capital requirements of the Fund.
Cash flow of Fund is monitored and forecasts 
are produced at a minimum on a quarterly 
basis 

Direction of travel
The Fund’s Cash Policy states that day to 
day working cash cannot exceed 2.5% of the 
total Fund. This enables an appropriate 
balance between the requirements of the 
Fund for working capital (e.g. pensioners’ 
payroll) and delivering returns (as holding 



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

requirements, 
particularly those 
arising from illiquid 
asset classes such 
as infrastructure 
and opportunistic 
investments.

cash may cost the Fund in terms of potential 
lost returns).

4. Regulatory and compliance

Impact Likelihood Overall 
risk 

rating 

Risk 
Ref

Owner Risk area

1: lowest, 5: highest (impact x 
likelihood)

Control(s) Comment

4.1 Scheme 
Manager

Failure to correctly 
implement changes 
to LGPS 
governance

3 3 9
Amber

Regular monitoring of key sources of 
information e.g. government publications, 
industry expert briefings and press.
Liaison with LGPS colleagues.
Regular attendance at pensions training and 
update events.
Action taken on draft regulations.

Direction of travel
Consideration of governance issues and 
changes to regulations are reported to 
Pensions Committee on a quarterly basis. 

4.2 Scheme 
Manager

Failure to 
implement changes 
to LGPS structures 
in a timely manner. 
Pooling of 
investments is 
mandated and 

4 2 8
Green

Regular monitoring of key sources of 
information e.g. government publications, 
industry expert briefings and press.
Liaison with LGPS colleagues and other 
interested parties. 
Attendance at key meetings (e.g. LGA).
Responses to consultations.

Direction of travel 
An update on the pooling of assets is 
provided as a separate report to the 
Pensions Committee.
 



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

timescales / 
parameters / 
requirements are 
unrealistic / short 
term resulting in a 
significant increase 
in liabilities and, 
consequently, 
unsustainable 
employer 
contribution rates.

4.3 Scheme 
Manager

Failure to comply 
with General Data 
Protection 
Regulations 
(GDPR)

4 2 8
Green

The Fund is represented on a Council working 
group for the preparation for GPDR 
implementation.

Secure e-mail system within the Council and 
between the Fund and YPS.

Data Protection Officer appointed for YPS and 
in the process of being appointed for the 
Council.

Data quality scores from YPS identified >99% 
for active members and pensioners and >96% 
for deferred members. The main reason for 
the lower data quality score for deferred 
members related to the Fund not holding a 
valid address. This will be reviewed in 
2018/19.

Direction of travel: 
Presentations given to Pensions Committee 
and Local Pension Board regarding 
preparation within the Council and YPS.

  

4.4 Scheme 
Manager

Conflicts of interest
2 2 4

Committee:  All Committee members with 
voting rights have signed up to the Council’s 
Code of Conduct which covers registration of 

Direction of travel 
Training provided to Pensions Committee 
and Local Pension Board is considered to 



Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

(previously 
4)

(previously 
8)

Green

interests. Disclosure of interests is a standing 
item on the Pensions Committee agenda. 
Board: all members have signed up to the 
Board’s Code of Conduct and Conflicts of 
interest policy (which are aligned to those of 
the Council). At each meeting, members are 
asked to disclose any changes to their 
situation.  

appropriately advise Members of their 
responsibilities.
  

4.5 Scheme 
Manager

Failure to interpret 
rules or legislation 
correctly

3 2 6
Green

Robust training policy and plan: including 
regular attendance at pensions training and 
update events.
Regular monitoring of key sources of 
information e.g. government publications, 
industry expert briefings and press.
Liaison with LGPS colleagues.

Direction of travel
Changes to regulation / legislation are 
monitored on an ongoing basis (and formally 
reported to the Committee on a quarterly 
basis).  

4.6 Scheme 
Manager

Annual report and 
accounts criticised 
by external auditors 
/ Pensions regulator

3 2 6
Green

Trained, experienced officers produce 
accounts to a detailed timetable.
Specific training includes officers attending 
CIPFA annual pensions closedown event and 
review of relevant CIPFA guidance.
Accounts produced in line with CIPFA 
example accounts.
Annual Report produced in line with CIPFA 
guidance.
Detailed review of accounts undertaken by 
officers and members.

Direction of travel
2016/17 Accounts and Annual Report 
provided with an unqualified audit opinion 
and with no recommendations.

No areas of concern have been identified to 
date with regard to the 2018/19 accounts and 
annual report.



Key:

Impact

5. Most severe Green Amber Amber Red Red

4. Major Green
1.6

Green
2.1; 3.3; 4.2; 4.3

Amber Red  Red

3. Moderate Green Green
1.2; 1.3; 1.5
3.1; 4.5; 4.6

Amber
1.4; 3.2; 4.1

Amber Amber
1.1

2. Minor Green Green
1.7; 2.4; 3.6; 4.4

Green
2.2; 2.3

Green
3.4 

Amber

1. Insignificant Green Green
3.5

Green Green Green

1. Very unlikely 2. Unlikely 3. Possible 4. Likely 5. Very likely

Likelihood


